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TEXHOJIOTUU U CUCTeMBI CBsi3H) At 2023 roga mpuéma 1o O4HOU U 3a04HOM hopmam
oOy4eHHUs.

CocTaBuTens:
JOLEHT Kadeapbl aBTOMAaTUKH
U TEIeKOMMYHUKAIUH, K.T.H., JOLIEHT %/K -~ Jlosuuckas B.H.

(NoAnHCh)

Paboyas mporpamma paccMOTpeHa H NpPHHATA Ha 3acelaHUd Kadeapsl
«ABTOMaTHKa U TeIEKOMMYHUKALIUW.

[IpoToKOMI OT «7%» el 20,,125. na Ne 4

TypynoanoB B.B.
(®.11.0.)

3aBeqyromuit kabeapoit

PaGouas nporpamMmma omo6peHa y4eOHO-MeTOAHYECKOH KOMHCCHEH
['OVYBIIO «IOHHTY» no HanpasneHuto noarotToBku 11.04.02
NH}OKOMMYHUKAITMOHHBIE TEXHOIOTUU U CUCTEMBI CBSI3H.

[TpoTOKOI OT «Z9» cieyiseus 2043 roma Ne 2.

[Ipencenarens /%%Z%/ MonokoBckuii M. A.

(nSmmuce) / (®.1.0)

PaGouas nporpamma mnpaktuku mnpoasieHa mist 20 roga mnpuéMa Ha
3aceaHUU Kadeapsl «ABTOMATHKA U TEIEKOMMYHHUKAIIW.
[IpoTokoi oT « » 20 roma Ne

3aBenyromumi kaheapoit

(moamnucs) (®.1.0.)

Pabouas mporpamma mnpakTuku mnpoasieHa it 20  roma mpuéMa Ha
3acefaHuU Kadeapsl «ABTOMATHKA U TeIEKOMMYHHUKAIIAW.

[IpoTokom oT « » 20 rona Ne

3aBeayromuii kaheapoi

(moanwuce) (®.1.0.)

Pabouas mporpamma mnpaktuku mnpoadeHa musi 20 roma mpuéMa Ha
3acelaHuy Kadeapbl « ABTOMAaTHKa U TEIEKOMMYHUKALHMY.

[IpoTokos OT « » 20 roza Ne

3aBenyrowui kadeapoi

(noamuce) (®.1.0.)




1. OBBEKT, HEJIb U 3A/TIAYN OCBOEHMUS TINCHUIIJINHBI

Kypc HaIlpaBJICH Ha M3YyUYCHHE METOJ0B MIOCTPOCHUS
MH(OOKOMMYHUKAIITMOHHBIX CHUCTEM M CeTed, aJIMUHUCTPUPOBAHUS CHUCTEMHOIO
POrpaMMHOTO OOECIICYEHHUSI.

[leapt0o  AUCHUIUIMHBI ~ SBISETCA  yriayOJEeHHOE HW3Yy4YeHUE  MPHUHIIUIIOB
MOCTPOEHUSI MH(POKOMMYHUKAIIMOHHBIX CUCTEM M CETeH, aJIMUHUCTPUPOBAHUS HUX
CUCTEMHOTO MPOTpaMMHOTO obOecredeHust sl (HOPMHUPOBAHMS ITUIaHA PA3BUTHSA,
BBIPAOOTKHU Y BHEAPECHUSI HAYYHO 0OOCHOBAHHBIX PEIICHHI MO ONTUMU3ALINH.

3agadya AUCHUIUIMHBI COCTOMT B OCBOCHHMM NPHUHIMIIOB, METOAUK, METOJIOB
MOCTPOCHUSI WH(POKOMMYHUKAITMOHHBIX CHCTEM W CETEH, MpuoOpeTeHHue HAaBHIKOB
aAMUHUCTPUPOBAHUS UX CUCTEMHOI'0 MPOrPaMMHOI0 00ECIIeUCHHUS.

B pe3synbrate 0CBOCHUS JUCHUILUIUHBI CTYACHT JOJIXKEH:

3HaTh — METOJIbI CHCTEMHOI'0 U KPUTHYECKOTO aHANIM3a; METOJIMKHU Pa3padOTKU
CTpaTeTUu NEUCTBUI JIJISl BBISIBJICHUS U PEIICHUS MPOOJIEMHON CUTYalluU; METOIUKU
coopa, aHaiauza U 00paboTKH CTaTUCTHYECKOMN uHdopMaIuu
MH()OKOMMYHUKAIIMOHHBIX CHCTEM; METOJbI U MOAXO/Abl K (DOPMUPOBAHUIO TUIAHOB
Pa3BUTHSL CETU CBSI3U; PHIHOK YCIYT CBSI3M, CPEACTBA cOOpa M aHalu3a MCXOIHBIX
JAHHBIX I8 pPa3BUTUS M ONTHUMHU3ALMU CETH CBS3M; AapPXHUTEKTYPY CETEBBIX
OMEPAIIMOHHBIX CHUCTEMBI; APXUTEKTYpy MpOrpaMMHBIX KOMIIOHEHTOB CVYB/[ wu
CUCTEMHOT'0 IPOrPaMMHOT0 00ECTICUECHHS;

yMETh — MPUMEHSTh METOJbl CUCTEMHOTO MOJIX0Ja U KPUTHYECKOTO aHaau3a
npoOJIeMHBIX CUTyalluid; pa3palaTbiBaTh CTPATETUIO JICUCTBUN, NPUHUMATH
KOHKPETHBIE  pEIIeHus [JJIsi €€  pealn3aluu; MPOBOAUTh  HCCIICIOBAHUS
XapakTepUCTUK  MHPOKOMMYHHKAIIMOHHOTO obopynoBaHUSI M KauyecTBa
MPEOCTABISIEMbIX  YCIYT; COCTaBJISITh TEXHUKO-DKOHOMUYECKHE OOOCHOBAaHMS
IJIJAHOB PAa3BUTHUSl CETH, MPUMEHSATh COBPEMEHHBIE METOJbI MCCIEIOBAHUI C LETBIO
CO3[IaHUSI TIEPCIEKTUBHBIX CETE€W CBSA3U; OCYIIECTBIISITH IMOUCK, AHAIMW3UPOBATh U
OILICHMBATh MH(OpMaIMi0, HEOOXOTUMYIO NIl 3(DPEKTUBHOTO BBHIMIOTHEHUS 3a7a4d
IJIAHUPOBAHMUSI, AHAJIU3UPOBATh MEPCIEKTUBBI TEXHUYECKOTO PAa3BUTHS W HOBBIC
TEXHOJIOTUH; aIMUHUCTPUPOBATh CHUCTEMHOE Tporpammuoe obecrnieuenne u CYBJI,
MPUMEHSATh COBPEMEHHBIE METOJbI U CIIOCOOBI PEOpPTraHU3AIMH U BOCCTAHOBIICHUS
JAHHBIX; TIOJH30BATHCA HOPMATHBHO-TEXHUYECKON JOKYMEHTANHMEeW 1Mo (halIoBBIM
cucremam, CYB/I 1 onepaliiOHHBIM CUCTEMAM.

BJIAJETh — METO/I0JIOTUEN CUCTEMHOIO M KPUTHUECKOTO aHalin3a MpoOJIEeMHBIX
CUTYallMi; METOJMKAMH MOCTAHOBKH 1IEJIM, ONPEACIICHHs CIOCOO0B €€ JOCTUKEHUS,
pa3pabOTKK CTpaTeruil JeWCTBUM; HaBbIKAMU aHajdW3a HAyYHO-TEXHUYECKOU
npoOjieMbl Ha OCHOBE ToAOOpa U M3Y4YEHUS JMTEPATypHBIX W MaTEHTHBIX
HMCTOYHUKOB, HaBBIKAMU MPOBEACHUS AKCIEPUMEHTAIbHBIX pPAbO0T IO MPOBEPKE
JOCTIDKUMOCTH TEXHMUYECKHX XapaKTePUCTUK, HH(POKOMMYHHKAITMOHHBIX CETEH;
HABBIKAMH OTPEJCIICHUS] CTPATeTUH KU3HEHHOTO IIMKJIAa YCIyT CBSI3H, BBHIOOpA
TEXHOJIOTUN JIJIsi MPEOCTABICHUS PA3IMYHBIX YCIYT CBSA3HU, PACYET SKOHOMUUYECKOI
3¢ (HEKTUBHOCTH MPUHUMAEMBIX TEXHUUECKHUX PEIICHUN; HAaBbIKAMU aHAJIN3 KaueCTBa
pabOThI KAaHAJIOB M TEXHUYECKUX CPEJICTB CBSI3U; HABBIKAMHU PAOOTHI CO CHIEITUATBLHBIM



WHCTPYMEHTApUEM JJIsl aJIMUHHCTpaTOpa Oa3bl JAHHBIX U ONEPALUOHHBIX CHCTEM;
HaBbIKaMHU pabOThl C alapaTHbIMHU, IPOrPaMMHO-ANIMAPATHBIMU U IPOrPaMMHBIMU
CpEICTBAMHU aIMUHUCTPUPYEMOU MH(OKOMMYHUKAIIMOHHON CUCTEMBI;
aHIJIOSI3BIYHONM TEPMUHOJIOTHEN HA YPOBHE UTEHUS TEXHUYECKOW TOKYMEHTALMH.

[lepeuncnennple  pe3yiapTaTbl  OOydY€HUS  SIBISIFOTCS.  OCHOBOM  JUIS
(dbopMUPOBaHUS CIEIYIOMINX KOMIIETCHIINN!:

CIIOCOOHOCTBIO OCYHIECTBIIATh KPUTUYECKUN aHAIU3 MPOOJIEMHBIX CHUTYyalUid
Ha OCHOBE CHCTEMHOTO IT0JIX0/1a, BEIpadaThIBaTh cTpaTeruto nevicteuii (YK-1);

CIIOCOOHOCTBIO CaMOCTOSTEIIBHO BBIIIOJIHATh JKCIIEPUMEHTAJIbHBIE
UCCJIENOBAHMS Ul DPELICHHUs HAYYHO-HCCIEAOBATENbCKUX M IPOU3BOJCTBEHHBIX
3a]]a4 C UCMOJIb30BAaHUEM COBPEMEHHOMW ammapaTypsl U MeTo0B uccienoBanus (I1K-
2);

CIIOCOOHOCTBIO CaMOCTOSITEJIBHO CcOOHMpaTh W aHAJIM3UPOBATh HCXOAHbBIC
JaHHbIE C LEeNb0 (POPMUPOBAHUS IJIaHA PA3BUTHSA, BBIPAOOTKU M BHEIPEHUS HAYYHO
00OCHOBaHHBIX peleHui o onTuMu3aimu cetu cesizu (I1K-3).

CIIOCOOHOCTBIO K  QJAMHHHCTPHUPOBAHUIO  CHCTEMHOTO  IPOTPaMMHOTO
oOeCIieUeHNsT W CHCTEM YIpaBicHUS Oa3aMu JaHHBIX HH(POKOMMYHHUKAITMOHHON
cuctembl oprannzanuu (ITK-7).

2 MECTO JUCHUIIJIMHBI B OCHOBHOM OBPA3OBATEJILHOM
HNPOI'PAMME

JlucruruinHa OTHOCUTCS K BapUATUBHOW 4YacTd, (OPMUPYEMON ydaCTHUKAMHU
oOpa3oBaTenbHBIX OTHOIIIEHUH, bioka 1 quctumianH (Moysiei) yueOHOoro 1iaHa.

basupyercsi Ha 3HAHHMAX W YMEHHUSX, KOTOpbIE CTYIEHT HpuoOpen mpu
OCBOCHUU NPEAIECTBYIOMNX TUCIMUIUIVH:

«Cetu cBs3m», «udpossie cucremsl nepenpauny, «CUCTEMbl KOMMYTAllUU U
pacnpeneneHuss uHpopMmanum»y, «OOmas Tteopust cBsa3n», «CHUCTEMBI CBS3U C
MOJBW)KHBIMUA OOBEKTaAMMY.

3HaHUS W YMEHHUS, NPUOOPETEHHBIE MPU OCBOCHHM JIAHHOW JMCLMILIUHBI,
peanu3yroTCs  CTYAEHTOM  TPU  M3YYEHUH  MOCIEAYIOUIEH  AUCUUILIAHBI
«MHpOopMaLIMOHHBIE CUCTEMbl W  TEXHOJIOTMH», TMPOXOXKIACHUU Yy4eOHOH U
IIPOM3BOACTBEHHOW  NPAKTUKH, MPOXOXKICHUU T'OCYJAApPCTBEHHOM  HUTOrOBOM
aTTECTallUH.



3 CTPYKTYPA U COAEP KAHUE JUCHUIIJINHBI

3.1. Pacnpenesienne y4yeOHbIX YacoB IO TeMaM AMCHUILUIMHBI M BHIAM

3aHATHH
KonnuectBo yacos
HalMeHOBAIIHE TeM (ounasi/3a0uHasi hopma)
(comepkaTebHBIX MOTYJICH ) B Tom ancie
Bcero | Jlekuuwm | Ilpakr. | JlaGop. Cp
(Cemun.)
Tema 1. Beenenue 12 2/0 0 4/1 6/11
Tema 2. Cisco 10S 9 2/1 0 0 7/8
Tema 3. Anpecarus IPv4, IPv6 13 2/1 0 4/1 7/11
Tewma 4. KoHuenuus mapuipyTu3anuu.
Mapmpyruzaums mexay VLAN. 13 211 0 Al ini
Tema 5. TuIbl cTATUYECKUX MapLIPYTOB. 11 41 0 0 2110
JluHamuueckas MapuipyTu3aimsi.
Tewma 6. YckopeHHas MapuIpyTU3alusl.
Wuterpanus MapuipyTu3aiuy 1 9 2/0 0 0 7/9
KOMMYTallUu
Tewma 7. [Ipotokon RIP-v.2, EIGRP. 17 4/1 0 6/2 7/14
Tewma 8. Hactpoiika o6opynosanus Cisco
U1t paboThl ¢ mpoTtokoiaoMm EIGRP. 15 41 0 412 712
Tema 9. [Iporokon OSPF. Hactpoiika
Cisco na pabory ¢ nmporokojom OSPF 9 21 0 0 8
Tema 10. ITpotoxon DHCP 14/13 3/1 0 4/1 7/11
Tema 11. Criucku gocryna 14/13 3/1 0 4/1 7/11
Tema 12. IIpeobpazoBanue aapecoB NAT 13 2/1 0 4/1 7/11
Tewma 13. IIporokon BGP 9 2/0 0 0 7/9
KonTakTHas paboTta (I0MOTHUTENbHAS) 4/6
Kypcogas pabora (poekT) 0
Hroro no Buaam 3aHsATHI 158/156 | 34/10 0 34/10 | 90/136
Kontponb 36
HUTOIO: 198
@®opMHUpOBaHHE KOMIIETEHUM B  pe3yJbTare OCBOCHHS TeM
JAUCIHHUIIITUHBI
TeMbl AUCIUTUIMHBI, HAIEJICHHBIE HAa  BBIPAOOTKY
Kommerenmn KOMIICTEHIIAH
YK-1 Tewmsr 1, 4, 6
I1K-2 Tema 4
ITK-3 Tewmer 3, 5,7,9,10, 11,12, 13
ITK-7 Temn1 2,7, 8,9, 10,11, 12




3.2. Jlekuun

Tema 1. Beenenue.

ConepxkaHue TeMbl 1:

CrpykTypa Kypca: cojaepxaHue JeKIui, nabopaTopHbix paboT. OcCHOBHas H
JOTIONTHUTENbHAs JuTeparypa. JlokanbHble U Ti00anbHbIe ceTu. CeTh B KauecTBe
1aT(OOPMBI.

Jlutepatypa k Teme 1: [1, 2]

Tema 2. Cisco 10S

CozeprkaHue TEMBI 2:

Jloruka paboTtel kKomaHmHoro mpomeccopa |OS, mocmenoBaTenbHOCTH
MepPexXo0B MeXAy pexxuMamu. [lomydenne nHGOpMAIM O TEKYIIEM COCTOSIHUH U
KoH(pHrypanroHHeie mapametrpbl mapmpytuzatopa Cisco. IIpaBmio mMeHoBaHUS
uHTEepQeicoB. YnpapieHue nureppercaMu, 3aIHIE PEKUMOB pabOTHI.

Jlutepatypa kK Teme 2: [1]

Tema 3. Anpecarus [Pv4, IPV6.

ConepkaHue TeMbl 3:

0630p creka TCP/IP, conocrasnenue creky [ISO OSI. Anpecarus [Pv4.
KnaccoBas agpecanus. Tabnuma mapupytuzanuu. CTaTudeckas MapiipyTH3aIIMs.
[IpoGnemsbl ki1accoBoi MapuipyTusanuu. Aapecarus [Pv6.

Tewma 4. Konuenuus mapuipytuzanuu. Mapupyruzanus mexay VLAN.

ConepxaHue TeMbl 4:

MexaHu3Mbl NIEpPECHUIKM MAKeTOB MapuipyTuzaropoM. Hasnauenue IPV4 u
IPv6 anpecoB wunTepdeiicam. MapuipyTtuzanus Tpadhuka MEXIy HECKOJIbKUMU
VLAN. KommyTaTopsr 3-ro ypoBHs. HacTpoiika Buptyansnoro SVI unrepdeiica.

Jluteparypa k Teme 4: [1, 2, 3, 4, 5]

Tema 5. Tunel cTaTHyecKknX MapuIpyToB. J[MHaMuyeckass MappyTH3aLHs.

ConeprkaHue TEMBI 5:

Tunsl cTaTHUECKUX MapUIPYTOB, MAapIIPYT «I10 yMoadaHuio». Obmas uaes
JUHAMHYECKOM MapupyTtusauuu. Jlornka HHQOPMAIMOHHOTO OOMEHa MEXIY
MapLIpyTU3aTOpaMy U 3amojHeHus ux Tabmuu. [IpeumyiecTBa M HeOOCTaTKU
PA3IMYHBIX ITPOTOKOJIOB JUHAMUYECKON MapuipyTru3auuu. [IpoTOKOIIbI BHEIIHEN U
BHYTPEHHEN MaplupyTU3aluu. XapaKTEPUCTUKH JIWHAMHYECKUX IPOTOKOJIOB
MapHIpyTH3alnH. «/[MCTaHIIMOHHO-BEKTOPHBIEY» MPOTOKOJIBI.

Tema 6. YckopenHas Mapupyrtuzauus. MHTerpamus MapmpyTtu3anuv U
KOMMYTalluu

ConepkaHue TeMBI 6:
CpaBHeHHE  KOMMyTaluuMM W Mapupytuzauuu. lloHsTue  ycKopeHHOM
Mapuipytuzanu. OpraHuzainuu  BUPTyalbHbIX KaHaioB. [Iporokon NHRP:
OCHOBHBIE IIPOLIEYPHI.

Tewma 7. [Ipotokon RIP-v.2, EIGRP.

ConepkaHue TeMbl 7:
OcHoBHBIE OTAMYMs OT V.1, moruka oOpabOTKH Macok, ayTeHTudukanus, Gopmar
nakeroB, Hactpoiika mapmpytuzatopoB CiSCO mist pabotel ¢ mpotokoioM RIP.




OOmasi  xapakTepuCTHKa, JIOTUKa  paboThl, BUABI  COOOLIECHUN  TpH
uHopmarimonHom oomene B npotokosie EIGRP.

Tema 8. Hacrpoiika oGopynoBanuss CiSCO s paOOThI C MPOTOKOJIOM
EIGRP.

ConepkaHue TeMBbI §:
Crnoco6 pacuera metpuku. Talimepsl npoTtokoiia EIGRP. Co3nanue aBToHOMHOM
CUCTEMBI, MMOTy4eHHE WH(OPMAIIUN O TEKYIIEM COCTOSIHUU MapIIpyTH3AIUU U
tabmui EIGRP. O0miee onucanue, OTINYHs OT AUCTAaHIIMOHHO-BEKTOPHBIX
IIPOTOKOJIOB.

Jluteparypa k Teme 8: [1]

Tema 9. [Ipotokon OSPF. Hactpoiika Cisco Ha paboTy ¢ mpotokoiom OSPF

ConepxaHue TeMsbl 9:
OCHOBHBIC TIOHATHS, JIOTHKA PAaCTIpeeiICHUsI Ha aBTOHOMHBIC CHCTEMBl U 30HEI,
Tunbl 30H npu padore OSPF. Buasl MapuipyTu3aTtopoB 1o u3 GyHKIHOHATEHOMY
HazHaueHuto. CocrosiHue MapuipytuszaropoB npu padore OSPF, nepexon mexmy
OJIHUM COCTOSIHMEM U APYTruM. THUIbI cO0OIeHUN Tpu MHDOPMAITMOHHOM OOMEHe
B mnporokojie OSPF. ®dopmar coobmenmii. Hactpoiika Cisco Ha paboty ¢
nporokoiom OSPF: mpaktuueckue npumepsl ceteil u KoHpurypanuid. Co3nanue
BUpTyasibHbIX KaHaoB OSPF. Tlonmyuenue wuHboOpManuu TpoO aKTyalbHOE
cocrosiaue MapmpyTtusamnuu OSPF.

Tema 10. I[Tporoxon DHCP

Conepxanue TeMsl 10:
Onepamss DHCPv4. ®opmar coobmennii DHCPv4. Hacrtpoiika npocToro
DHCPv4-cepsepa. Hactpoiika mapmpytuzatopa B kadectBe DHCPv4-knuenTa.
SLAAC u DHCPv6. DHCPv6 6e3 otcinexuBanust cocrosiuus. DHCPv6 c
orciexkuBanueMm cocrosiuus. IIpoueccet DHCPv6. Hactpoiika mapuipyTtuzaropa
DHCPv4 ¢ nomouisio Cisco [0S

Jlurepatypa k Teme 10: [1, 2, 3, 4, 5]

Tema 11. Criucku qoctyma

Conepxxanue Temsl 11:
[TonsiTve mpo cnMcKU A0CTyMa. BUABI COMCKOB TOCTYIA: YEPHBINA, OCIIBIA.
[IpaBuna nocrpoenust 1 006padOTKU crMcKoB. CTaHAAPTHBIE U PACIIUPEHHbBIE
criicku. OCHOBHBIC MPUEMbI TPUMEHEHUS CITUCKOB JIJIsl PEIIICHUS TUIIOBBIX 3a/1ad.

Jlureparypa k Teme 11: [1]

Tema 12. IIpeoOpazoBanue agpecoB NAT

ConeprkaHue TeMbl 12:
[IpeobpazoBanne aapecoB NAT: anroputmbl CTaTHYECKOTrO, JUHAMHYECKOIO
npeoOpa3oBaHusd M TpaHCIALUMU MOPTOB. lIpumep mocTpoeHus: KOpHOpaTUBHOMN
CETH C JCMIINTAPU30BAHHOW 30HOM U TpaHcisuen aapecoB. Hacrpoiika Cisco Ha
paboty ¢ NAT. [Tonyuenue nadopmaiuu o TEKyIeM COCTOSTHIUH TPAHCIISAIUH.

Jlureparypa k Teme 12: [1]

Tema 13. [Iporoxon BGP.

Conepxanue Tembl 13:




OO6miee onucaHue, OTJIMYUSA OT MPOTOKOJIOB KOPIOPATUBHBIX CETeH. ABTOHOMHAs
cUCTeMa: OCOOEHHOCTH WCIOib30BaHuUs B mpokosie BGP. Ilonstre mpoTokona:
CIIMKEp, TPaHWYHBIA [UII03, paBHOMPABHBIM  MapiipyTtu3atop. Jlormka
nH(popMaIIMOHHOTO 0OOMEHa.

Jlurepatypa k Teme 13: [1, 2, 3, 4, 5]

3.3 [IpakTHueckue (CeMUHAPCKHUE) 3aHSITUSA

B y‘l@6HOM IUIAHC HE 3aIJIAaHUPOBAHO.

3.4 JlabopaTopHbie padoThl

Ne Tema paboTsI Obwew, uac. Jluteparypa
/1 OYH/3204H
Coznianue npocToi CeTu B porpaMme
1 moaenuposanus Cisco Packet Tracer 4l [6. 7, 8]
2 Hactpoiika IPv6-aapecoB Ha CETEBBIX YCTPOWCTBAX 4/1 [6, 8]
3 Mapupyrusaius mexay VLAN 4/1 [6, 8]
Hacrpoiika npOoTOKOJIOB TUHAMUYECKON
4 MapIIpyTHU3aIUH B TIpe/iesiaX O{HON aBTOHOMHOM 6/2 [6, 7, 8]
CHCTEMBI
Hacrpoiika nporokona DHCP ¢ nomoristo komana
° Cisco 10S 42 [6.8]
6 Hactpoiika ACL-crinckoB 4/1 [6, 7, 8]
7 Hacrpoiika quHamudeckoro u crarudeckoro NAT 4/1 [6, 7, 8]
8 Hactpoiika NAT-nyna ¢ neperpyskoii u PAT 4/1 [6, 8]
HUTOrO: 34/10
3.5 CamocTrosiTeqibHAsi padoTa CTyJIeHTa
Ne Bunbl camocrositensHON pabOTHI CTy/IeHTa O0bewM, yac
n/n OYH/3204H
1 M3y4eHne JeKIMOHHOTO MaTepuaia 50/76
2 [ToaroroBka K MPaKTUYECKUM 3aHSITUSIM 0
3 [TonroToBka K 1a00paTOpHBIM paboTam 40/60
4 BrinosiHEHNE KypcOBOIO IPOEKTa 0
5 BrimonHeHne KypcoBoii paboThI 0
HUTOI'O: 90/136

3.6 Kypcogoii npoekT (pa6oTa), MHAMBUAYAJbHOE 3a/1aHHE

B yuebHOM mmaHe KypcoBO# MPOEKT (paboTa) He 3arIaHupPOBaH.

B xauectBe omHON W3 (HOpM KOHTPOJS MO TUCIHUIUIMHE 3arIAaHUPOBAHO
BHITIOJIHGHUE WHIUBUAYaJIbHOTO 3a/laHusa. TemaTuka paboThl CBsS3aHA C
pa3paboTKOil U KOH(DUTypalrel HaCTPOMKH MHOTOYPOBHEBOW WH(DOPMAITMOHHON
IP-cern.

O0bemM y4yeOHOW Harpy3kd, B paMKax CaMOCTOATENbHON paloThl, MpH
BBITIOJIHEHUU KOHTPOJIbHOM paboThl — 9 yacos.

PexomenmyeMblii 00beM MOSCHUTENBHON 3alMCKUM K WHAUBUIYATBHOMY
3amanuro — He Oonee 15 crpanut] popmara A4 (210%297 mm).



4 ®OHJI OLIEHOYHBIX CPEJICTB

4.1. Kpurepuu W mKajdbl I UHTETPUPOBAHHON OLEHKH YPOBHS
cpOopMHUPOBAHHOCTH KOMIIETECH UM

Cocmasnaowas KomnemeHyuu — NOJTHOMA 3HAHUL

- HYJIEBOM YpOBEHb: HEBEPHBIC, HE ApPTyMEHTUPOBAHHBIC, C MHOKECTBOM
IpyOBbIX OMUOOK OTBETHI Ha BOIPOCKHI/OTBETHI Ha JBa BOIPOCA U3 TPEX MOTHOCTHIO
OTCYTCTBYIOT. Y POBEHb 3HAHUI HUKE MUHUMAJIbHBIX TPEOOBaHUM;

- MUHHUMAJIbHBIH  ypOBEHb: JlaHbl HE TIOJIHbIE, HE TOYHBIE U
apryMEeHTHPOBAHHbIE OTBETHl HA BOMPOCHL. YPOBEHb 3HAHUN HMKE MHUHHUMAJIbHBIX
TpeboBaHuil. JlomyieHo MHOTO TpyObIX OITHOOK;

- TOpOTOBBIM YpPOBEHb: [JIaHBl HEJOCTATOYHO TIOJIHBIE, TOYHBIE U
apryMEHTUPOBAHHBIC OTBETHI HAa BOMPOCHL. [110X0 3HAET TepMUHBI, ONIPEACIICHUS U
MOHSITUSI, OCHOBHBIE 3aKOHOMEPHOCTH, COOTHOIICHHS, NPUHLMUMNBL. JlomylieHo
MHOT'0 HETpyObIX OIIMOOK;

- cpenHMil  ypoBeHb: JlaHBI  JIOCTAaTOYHO MOJIHBIE, TOYHBIE H
apryMEHTUPOBAHHbIE OTBETHI HA BOIPOCHL. B 11€J10M 3HAET TEPMUHBI, ONPEAEICHUS
U TOHATHS; OCHOBHBIE 3aKOHOMEPHOCTH, COOTHOIIEHHS, MPUHIUIBL. JlOomyIieHo
HECKOJIbKO HErpyObIX OIIHUOOK;

- MPOABUHYTHI ypOBEHB: JIaHbl TOJIHbIE, TOYHBIE M apTryMEHTHUPOBAHHbBIC
OTBEThl Ha BOINPOCHL. 3HAET TEPMHUHBI, ONpPEACICHUS U TMOHSATHUS, OCHOBHBIC
3aKOHOMEPHOCTH, COOTHOIIEHUS, MNPUHIMMBL JOMyIIEHO HECKOIBKO HErpyObIX
OILINOOK;

- BBICOKUM YpOBEHbB: IaHbI MOJHBIE, TOYHBIE U APTYMEHTHPOBAHHBIE OTBETHI
Ha BOINPOCHL. 3HAaeT TEPMHUHBI, ONPEACIICHUS U TOHITUSA, OCHOBHBIC
3aKOHOMEPHOCTH, COOTHOLIEHUSI, MPUHIUIBL. J0MyIIeHO HECKOIBKO HETOYHOCTEM.

Cocmasnaowas komnemeHyuu — yMeHus

- HyJEBOH YpOBEHB: IIOJHOE OTCYTCTBHE TIOHHUMAHUS CYTH METOJIUKH
pelieHuss 3agadyu, JOMYIIEHO MHOXECTBO TIpyOeHIux omuOoK/3aaHus He
BBIINOJIHEHEI BOOOIIIE;

- MUHUMAaJbHBIA YPOBEHB: CJIa00€ MOHUMAHUE CYTH METOJUKH PEIICHUS
3ajlaun, JAomyuieHsl TpyOble ommOku. Pemienuss He oOocHoBanbl. He ymeer
WCIIOJIb30BaTh HOPMATHBHO-TEXHUYECKYIO JUTeparypy. He opueHTHpyercs B
CHCIMAIM3UPOBAHHON HAYYHOW JIUTEpaType IO JTUCIUIUIMHE, HOPMaTHBHO-
MIPABOBBIX aKTaXx;

- TMOPOTOBBIM YPOBEHB: JIOCTATOYHOE NMOHMMAHUE CYTH METOIMKH PEIICHUS
3aj1a4uu, TOMYIICHbI OIMHUOKU. Perrenust He Bcerma 000CHOBaHBL. Y MEET UCTIOIb30BaTh
HOPMATHBHO-TEXHUUYECKYI0 JuTeparypy. Crnabo OpHEHTHUPYEeTCS B CHEIHaIbHOU
HAYYHOU JIUTepaType, HOPMATUBHO-TIPABOBBIX aKTaX;



- CpE€JHUI YpOBEHb: B LIEJIOM MOHMMAET CYTh METOAMKH PELICHHS 3a/auH,
JOMyIeHbl OommOKu. PemieHuss He Bcerja OOOCHOBaHbI. YMEET UCHOJIb30BAThH
HOPMATUBHO-TEXHUUYECKYIO U CIEHUAIBHYI0 HAy4YHYIO JIUTEpaTypy, HOPMATHUBHO-
MIPABOBBIE AKThI;

- MPOJBUHYTBHI YpPOBEHb: B ILIEJIOM IOHMMAET CYyTh METOJUKU PELICHHS
3a7a4M, JOMylieHbl HeToyHocTh. CrocoOeH O00O0CHOBaTh peIIeHHs. YMeeT
UCIOJIb30BATh HOPMATHBHO-TEXHUUYECKYIO M CIEHUAIBHYI0 HAYYHYIO JIUTEPATYPY,
HOPMaTHBHO-TIPABOBBIE AKTHI,

- BBICOKUI ypoBeHb: [loHnMMaeT cyTh MeTouKu petieHus 3anaun. CriocooeH
O00OCHOBaTh pEIICHHS. YMEET UCIOIb30BaTh HOPMATUBHO-TEXHUYECKYIO U
CIIEUAIIbHYIO HAy4YHYIO JIUTEPATYypy, NEPEAOBON 3apyOeKHBIN OMNbBIT, HOPMAaTHUBHO-
IIPABOBBIC AKTHI.

Cocmasenaowas kKomnemeHyuu — 81a0eHue HagblKamu

- HYJEBOW YpOBEHb: HE MPOJEMOHCTPHUPOBAT HABBIKM BBIMOIHEHHS
npodecCHOHaNbHBIX 3adad. VICHBITBIBAET CYIIECTBEHHBIE TPYAHOCTU IPHU
BBITIOJIHEHUU OT/ICJIbHBIX 3aJaHHI,

- MUHUMAJIbHBIN YPOBEHBb: HE MPOJEMOHCTPUPOBAT HABBIKM BBIMOJIHEHUS
npodecCHOHANbHBIX  3adad. VICHBITBIBAET CYIIECTBEHHbIE TPYIHOCTH TpHU
BBITIOJTHEHUH OTNIETIBHBIX 3a/1aHUH;

- TIOPOTOBBIN YPOBEHB: BIAJEET OMBITOM FOTOBHOCTU K MPO(ecCrOHAIBHOMI
JESTENIBHOCTH W MPO(PECCHOHATHPHOMY CaMOCOBEPIICHCTBOBAHUIO HA TOPOTOBOM
ypoBHe. TpynoBbie AeMCTBHSI BHIIIOJIHSAET MEIJICHHO U HEKAYE€CTBEHHO;

- CpeOHUl ypOBEHb: BIAJAEET CPEJHUM ONBITOM TOTOBHOCTH K
npodeccuoHaNTbHON JIEATEeIIbHOCTH u npodeccruoHanTbHOMY
CaMOCOBEPILIEHCTBOBAHMIO. TpyAOBbIE JEHCTBUS BBINOJIHSAET HA CPEAHEM YpPOBHE
10 OBICTPOTE U KAYECTBY;

- TPOJIBUHYTHIA YPOBEHB: BIAJEET OMBITOM M JOCTATOYHO BBIPAXKEHHOM
JUYHOCTHOH  TOTOBHOCTH K  Mpo(pecCHOHANIBHON  NEATENbHOCTH U
npo(hecCHOHATFHOMY  CaMOCOBEPIIICHCTBOBAHMIO. bBBICTPO W Ka4eCTBEHHO
BBITIOJIHSAET TPY/IOBBIC IEHCTBUS,

- BBICOKHW YpPOBEHbB: BIIAQJICET OMBITOM U BBIPAKEHHOCTHIO JTUYHOCTHOU
TOTOBHOCTH K MNPO(PECCHOHATBHON JEATEIBbHOCTH M MPO(ecCHOHATLHOMY
CaMOCOBEPIIICHCTBOBAHUIO. bBBICTPO W  KAaueCTBEHHO BBIMIOJHSAET TPYAOBHIC
JIEUCTBUS.

O606wennas oyenka cpopmMupo8aHHOCMU KOMNEMeHYUll
- HyJIEBOM YPOBEHb: KOMITIETCHITUU HE C(HOPMHUPOBAHHI;
- MUHUMAJBHBIH YPOBEHb: 3HAYHTEIHHOC KOJIMYECTBO KOMIICTCHIIUH HE
c(hOpMHPOBAHO;



- IOPOTOBBII YPOBEHb: BCE KOMIETEHIIMH CPOPMHUPOBAHBI, HO OOIBIINHCTBO

Ha IOPOTOBOM YpPOBHE;

- CPeIHUM YPOBEHB: BCE KOMIIETEHIIMU C(POPMUPOBAHBI HA CPETHEM YPOBHE;
- MPOABUHYTHIA YPOBEHb: BCE KOMIIETCHIIMH C(HOPMHPOBAHBI HA CPEIHEM

WJIA BBICOKOM YPOBHE;

- BBICOKMH YypOBEHb: BCE KOMIETCHLMH C(HOPMHpPOBAHBI Ha BBICOKOM

YPOBHE.

4.2 Bonpochl K 3K3aMeHY U IpUMep IK3aMeHAIMOHHOTO OMJIeTa

Teopernvyeckue BONPOCHI

A~ W

O oo

10
11
12
13
14
15
16
17

18

[TonsiTue nHQPaCTPyKTYphl CETU: KOMIIOHEHTBI, OTIPEICICHUS.
Knaccudukanus cetei nepenayn 1aHHbIX. TpeOOBaHUS K CETEBBIM
apXUTEKTypaM.

[Tpotoxoin IP (IPv4, IPv6). ®opmsl 3anucu, (popMaThl MaKeTOB.

Anpecanus B IP ceTsix. TpeboBanus k aapecam, TUIIbI afipecoB. [lonsTre u
dbopmbI 3anucu Macku nojceT. Buael aapecamuu. KnaccoBas aapecariusi.
CIDR.

[TonsiTHE MapuIpyTU3aLMK, TAOJULBI MAPLIPYTOB, apEca CETU, MAaCKU CETH,
1UTI03a, HHTEpPeiica, METPUKU. MapmpyT IO YMOJTYAHUIO.
Mapmpyruzanus B IP cersax. JloctaBka nakera Mexay KOHEUYHBIMU Y3JIaMH,
PacCIOJIOKEHHBIMH B Pa3JIMUHBIX CerMeHTax ceTh. [loaknroueHue Kk cetu
WNurepner. [lonsTre toMeHa MapuIpyTU3alui, aBTOHOMHOM CUCTEMBI.
MexaHu3Mbl MapLIpyTH3aluu (IPSMOE COSAUHEHUE, CTaTUYEeCKast
MapIIpyTU3aLys, MapLIPyTU3aLHs 10 YMOJYaHUIO, JMHAMUYECKAs
MapupyTu3anus). Buasl npoTokoaoB MapuipyTuzanui. MeTprka MapuipyTa.
[IpoTokosBI AMHAMUYECKON MapuipyTru3aunu. HazHaueHne, TUIIBI TPOTOKOJIOB.
JIoCTOMHCTBA M HENOCTATKM CTATHYECKON ¥ AMHAMUYECKON MapIIpyTU3aLUN.
[IpoTokonbl AMHAMUYECKOM MapmpyTru3auny. [lepedncinnts u KpaTko
0XapaKTEPU30BATh JUCTAHLIMOHHO-BEKTOPHBIE IIPOTOKOJIBI.

[IpoTokoBI AMHAMUYECKOM MapmpyTru3aunu. [lepedncnnts u KpaTko
0XapaKTEPU30BATH MPOTOKOJIbI COCTOSIHUS KaHaa.

[Tporokon RIP v.1. Obmias xapakTepucTHKa, JIOruKa paboThl, 6a30Bas
HACTPOMKA.

[Tporokon RIP v.2. Obmas xapakTepucTHKa, JIOTuKa paboThl, 6a3oBas
HACTPOMKA.

[Tporokon EIGRP. O6mee onucanue, otaunane ot npotokosia IGRP.
CaoiicTBa nportokona OSPF 1 ero ocHOBHbIC KOMIIOHEHTHI.

Crnioco6s1 peanuzaruu npotokosia OSPF. [IpenmymiectBa nepapxudeckoi
tonostorur OSPF 11 HeckonbKUX 0oOJ1acTeid.

[Tpunun padotel OSPF. Coobuienus OSPF, nepenaBaemblie 1o KaHaly
Ethernet

[Tpunumn padotet OSPF. Tunsl nakeToB COCTOSHUS KaHala, UCTIOJIb3yEeMbIX
npotokosioM OSPF.
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Hactpoiika OSPFV2 nns ogHol obmactu. [11aG10HHBIE MAaCKH U KOT/Ia MOYKHO
n30exKaTh UX HACTPOUKY.

[TpoToxon DHCPv4: o0uue cBeieHus; MEXaHU3Mbl Ha3HAUCHUS aJipeca.
[Iporokon DHCPv4: ¢popmat coobiieHui.

Hacrpoiika mapuipytuzatopa Cisco B kauectBe DHCPv4-cepBepa.
Bcenomorarensnbiit aapec Cisco 10S - perpancnsamums ciryxo0.

Hacrpoiika mapuipytuzatopa Cisco B kauectBe DHCPv4-knnenra:
KOH(UTypalusi U OCHOBHBIE YCIOBHSI.

Oo6mue ceenenus o SLAAC.

HacTtpoiika mapuipytuzaropa ais padotsl B kadectBe DHCPv6-cepepa:
oOIITMe TPUHIIAIIBI, 0COOECHHOCTH.

HacTtpoiika mapupytuzaropa ans padotsl B kadectee DHCPv6-cepsepa 6e3
OTCJIC)KMUBAHUSI COCTOSIHHUSL.

Hacrpoiika mapuipytuzatopa 1t padotsl B kauectee DHCPv6-cepsepa ¢
OTCJIC)KMBAHUEM COCTOSIHHUSL.

Crnucku goctyna: o0Ime XapakTepUCTUKY, 3a/1a4u, TUIIBI.

KitoueBble ci10Ba 11a0JI0HHON OUTOBON MacKu

CocraBnenue ACL-CIUCKOB M UX HACTpPOMKA.

CriocoObl pelakTUpOBaHus cTaHapTHOr0 HyMmepoBaHHoro ACL-crucka.
Koudurypanus ACL-cniucka s [Pvo

[Tonsitue NAT, Tunsl anpecos.

MexaHu3Mbl IpeoOpa30BaHUs CETEBBIX AJIPECOB.

[IpeobpazoBanue aapecos noptoB (PAT)

Hactpoiika ctatnueckoro NAT

Hactpoiika PAT: ans ogHoro anpeca, myJia aapecos.

[IpoTokon NAT mist IPv6

[IpoToxon BGP

eBGP u iBGP

Hacrpoiika mapmpyrtuzanuu BGP

[ToHsiTHE KapT MAapLIPYTOB

[Tonsitue aTpuOyTOB, UCTIOIB3YEMBIX TPOTOKOJIOM BGP.

IIpakTU4yeckue BONPOCHI

1

2

Jl1st 3a1aHHOM cXeMbl HEOOXOIMMO paclpeAesIUTh aJpeCcHOE MPOCTPAHCTBO U
HACTPOUTH CTATUYECKYIO MAPIIPYTU3ALIMIO.

Jl1st 3a1aHHOM cXeMbl HEOOXOIUMO PacIpeAesIUTh aJpeCHOE MPOCTPAHCTBO U
HACTPOUTH TUHAMUYECKYIO MApLIPYTU3ALINIO

JI1st 3a1aHHOM cXeMbl HEOOXOIMMO PACTIPEACIUTh aIPECHOE MPOCTPAHCTBO U U
BBINIOJIHUTH cermeHTupoBanue no VLAN.

Jiig 3a1aHHOM cXeMbl HEOOXOJUMO paclpeAeuTh aIipeCHOE TPOCTPAHCTBO U
HACTPOMUTH CIIUCKH JJOCTYIIA.

Jiis 3a1aHHOM cXeMbl HEOOXO0JUMO paclpeAeuTh aIipeCHOE TPOCTPAHCTBO U
Hactpouts DHCPv4-cepep

Jlig 3a1aHHOM cXeMbl HEOOXO0JUMO paclpeAeuTh aIpeCHOE MPOCTPAHCTBO U
HACTpOUTHh MexaHu3M npeodpaszoBanust NAT (PAT).



I'OYBIIO «/loHenkHii HAMOHATBHBIH TeXHUYECKHI YHHBEPCUTET)

ypOBeHL BBICHICTO HpO(i)CCCI/IOHaHLHOFO
MarucrTparypa

oOpa3oBaHus:
HanpasneHnne moAroToBKH (CHENHANEHOCTE): 11.04.02 «MHGOKOMMYHHUKALMOHHLIE TEXHOJIOTHH M CHCTEMBI CBSI3H
[po¢wis (MarucTepckas mporpaMma,
«VH)OKOMMYHHUKAIIMOHHEIE TEXHOJIOTHU U CHCTEMBI CBSI3H»
CHeLHaIn3anus):
Cemectp: 1
VYueOHast AMCHMILINHA: «Teopus nmocrpoeHyss UHOYOKOMMYHHKAITMOHHBIX CETEH»
BUJIET Ne 1
1. Iporokomn IP (IPv4, IPv6). ®opmsl 3amnwcH, popMaTh TAKETOB.
2. Hacrpoiika OSPFv2 nns omnoii ob6nactu. IToHsiTe maGnoHHON Macku M KOTAa MOKHO H30€XaTh TaKylo
HAaCTPOHKY.
3. Jdnst cxembl 1 pacnpenenure aapecHOe NPOCTPAHCTBO, NPUBEIUTE HACTPOMKH HEOOXOAMMBIX CETEBBIX

YCTPOMCTB JJIsi OPraHM3aliK BUPTYAJbHBIX CeTeH cleayromuM obpasoM: K ceTn OusHec-mapTHepa (Switch 1) umeer
JIOCTYII CeTh MapKeTHHTOBOro oTaeia (Switch 4), a B ceTh MapKeTHHrOBOr0 MMEET IOCTYM ceTh Oyxrantepuu (Switch

3).

YTBepkIIEHO Ha 3aceIaHnuu Kadeapbl «ABTOMAaTHKa U TEIEKOMMYHHUKAITUI

IIporokon Ne 12 01 30.10.2019 r

3aB. kadeapoit B.B. Typynanos

DK3aMeHaTop B.H. Jlo3unckast
KPUTEPUUA

OLIeHMBAHMS IK3aMEHAIlMOHHOH padoThI
no aucuuiuinHe «Teopus nocTpoeHuss HHPOKOMMYHUKAIIMOHHBIX CETEH U CUCTEM»
s o0yJaromuxcs HarpasieHust moarotoBku 11.04.02 « MTHPOKOMMYHUKAITMOHHBIE TEXHOJIOTHU U
CHCTEMBI CBSI3U »
(maructepckas nporpamma — «MHHOKOMMYHHUKAIIMOHHBIE TEXHOJIOTHUH U CUCTEMBI CBS3H»)

DK3aMEHAIMOHHBIN OMIIET BKIIIOYAET B ce0sl 2 TEOpETUUYECKUX Bompoca U 1 mpakTHYECKU.
Teoperuueckre BOIPOCH OLIEHUBAIOTCS 110 25 0ayioB, npakTudeckuii — 50 6amioB. MakcumalnbHoe
KOJIMYECTBO OallJIOB 3a OTBET HAa BONPOC 3K3aMEHAI[MOHHOTO OWJIeTa 3aCUMTHIBAETCS CTYACHTY B
cllyyae, e€Clii OTBET NMOATBEP)KIAeT BJIAJCHHE CTYIEHTOM 3HAaHHMSIMU B TOJHOM oObeMe yueOHOil
IIPOrpaMMBbl, MaTepual M3JI0KEH B JIOTUYECKOW IOCIIEIOBATEIbHOCTH C BBIACIEHUEM IJIABHOTO,
COJIEP’KUT TOUYHBIE (POPMYJIMPOBKH, COMPOBOXKIAETCS WILIIOCTPUPYIOIIMMU CXEMaMU U PUCYHKaMHU
(mpx HEOOXOAUMOCTH).

B ciyuyae nomymieHusi HETOUHOCTEH B (DOPMYIMPOBKAX WM HErpyOoil OmMOKH (OMHMCKH)
KOJINYECTBO 0aJlJIOB 32 BOIIPOC YMEHbIIAETCS Ha 5.

B cnyuae momHOTrO OTBETa Ha BOMPOC, HO C JOIMYIIEHHEM TpyOON OIMIMOKM KOJIHMYECTBO
0aJuIoOB 3a MpaKTHUECKUil Bompoc ymeHbliaercs Ha 20, 3a Teopernyeckuii — Ha 10 6anos.

B cnywyae mnpaBWIIBHOTO TNPUBEIEHHOTO paclpeaeseHus] JIOTHYECKUX aApecoB, HO C
HEMpaBWIbHBIMUA JAJIbHEHITUMHE HAcTpoiKaMH, oOlee KOJUYEeCTBO OalllIoB 3a MPAKTUYECKUN
Bompoc coctasiser 20.

B citydae moiaHOCTBIO HENPABUIIBHOIO OTBETA, HO C BEPHBIMU JIOTUYECKUMH BBIKJIAJIKaMH,
HanpuMep, NPaBUIbHBIA MOPSAIOK pEUIeHHs 3aa4u, HO U MHOTO Cllydasi, Y4eM B BOIIPOCE, 32 OTBET
BBICTABJIETCS MUHUMAJIbHOE KOJIMYECTBO OAJIIOB — 5.

[Ipn orcyTcTBUM MpaBUIBHOIO OTBETa HAa IOCTaBJIEHHBIM BONPOC CTYAEHT mnoiydaer 0
6asuIoB.

[Tonyuennas onenka nmo 100-0amibHON mIKane OmpenenseT OLEHKY MO ToCyIapCTBEHHON
mkane u mkaie ESTS.

VYTBepkeHO Ha 3acejaHuu Kadeapbl aBTOMAaTHKHU U TEIEKOMMYHHMKALIUH,
poTokoi oT «30» okTsi6ps 2019 roga Ne 12

3aBenyromuii kageapoit B.B. Typynaios




4.3 Kputepuu olleHUBaHUA

Texkymuii KOHTPOJIb 3HAHWA CTYACHTOB MPOU3BOAUTCS IO pe3yJbTaTaM
BBITIOJIHEHUS J1A0OpAaTOpHBIX paboT, HMHAUBUAYyaIbHOM pabOTBI M BO BpeMs
KOHTPOJIbHBIX ONpPOCOB. BrIMonHeHne 1a00paTOpHBIX pabOT ¢ 3alUTON OTYETa,
BBITIOJITHCHUE WHIMBHIYATBHOTO 3aaHus (KOHTPOILHOM paboThl), IPEIyCMOTPEHHBIX
pabGoueil mporpaMMOil TUCIUIUIMHBI, SBISETCS HEOOXOAMMBIM YCIOBHEM JOIyCKa
CTYZCHTA K DK3aMEHY.

I[Ipome:kyTouHasi aTrrecTalMsi 1O pe3yJbTaTaM OCBOCHHS IHUCIMIUIMHBI B
CEMECTpe MpPOBOAUTCS B (opMe CeMecCTpOBOr0 3K3aMeHa B COOTBETCTBUU C
«ITonoxxennem 00 opranu3zanuu y4deOHOro mpoiiecca B JlOHEKOM HaIlMOHAILHOM
TEXHUYECKOM YHUBEpPCUTETE», yTBepkaeHHOM mnpuka3zom JoHHTY ot 02.05.2018r.
Ne 337-14.

[Tpu onpenenenust ypoBHS 3HaHUHM CTYJEHTOB MPEINOIaBaTelb PYKOBOICTBYETCS
KpUTEpUSMU  OICHKH  3HAHWM,  SBISIONIMMHUCS  COCTaBJSAIONIEH  ydeOHo-
METOJINYECKOTO KOMITJIEKCA JUCIUTIINHBIL.

dopMa TpoOBEeNECHUS HSK3aMEHA — IUMChMEHHAas. OJK3aMEHAIMOHHBIA OWiIeT
BKJIIOYAET B ce0si 2 TeopeTHdyecKux Bompoca u 1 mpaktuueckuit. Teoperuueckue
BOIIPOCHI OIICHUBAIOTCA 10 25 0asuioB, mpaktuyeckuii — 50 0amwioB. MakcumanbHOE
KOJIMYECTBO 0asIOB 32 OTBET Ha BOIPOC SK3aMEHAIIMOHHOTO OMJIeTa 3aCUUTHIBACTCS
CTYACHTY B Cly4ae, €Clld OTBET MOATBEPXIACT BIAJCHHUE CTYJACHTOM 3HAHUSMHU B
MOJHOM oOObeMe Y4uyeOHOH MporpaMMmbl, MaTepUal H3JI0XKEH B JOTHUYECKOU
MOCIIEZIOBATEIHLHOCTH C BBIJICJICHHEM TJIABHOTO, COJIEPIKUT TOYHBIE (DOPMYITHPOBKH,
COMPOBOXKIAETCS  WIIIOCTPUPYIOIIMMH ~ CXeMaMH M pUCyHKamu  (Tipu
HEOOXOIUMOCTH).

B cnyuae nomymieHust HeTo4HOCTEH B (DOPMYyIMPOBKAX WM HETPYyOOH OIMIMOKH
(OMHCKM) KOJIMYECTBO OAJIJIOB 32 BOMPOC YMEHbBIIIAeTCs Ha 5.

B ciywyae moiaHOro oTBeTa Ha BONPOC, HO C JAOMYIIEHHUEM Trpy0oil OmMOKH
KOJIMYECTBO OallJIoB 3a MPAaKTUYECKUH BoOmpoc yMmeHbinaercs Ha 20, 3a
TeopeTnueckuii — Ha 10 6amos.

B cnyyae npaBUIBRHOTO MPUBEACHHOTO paclpeesieH s JOTHUECKUX aipeECOB, HO
C HEMpPaBWIHHBIMU JAJTbHEHIIMMHU HACTPOWKaMH, OOIee KOJIUYECTBO OaJIOB 3a
MpaKTUYEeCKU Bonpoc cocTaiiseT 20.

B cnydae mONHOCTHIO HEMPABWILHOTO OTBETA, HO C BEPHBIMHU JIOTUYECKUMH
BBIKJIAJIKAMH, HaIlpUMeEp, MPABWIBHBIA TOPSIOK PEIICHHS 3aJadd, HO ISl WHOTO
cllydasi, 4eM B BOIIPOCE, 32 OTBET BHICTABIICTCS MUHUMAJIHHOE KOJMYECTBO OAIIOB —
5.

[Ipn oTCyTCTBMM NpPaBWIBHOIO OTBETa Ha MOCTABJICHHBIA BOMPOC CTYAEHT
nostyqaet 0 6ayIoB.

[Tomyyennass omenka 1o 100-0amibHON TIKaje OMpeAeNnseT OIEHKY IO
rocyaapcTBeHHoOM mkane u mkajae ECTS:



CymmMma GamioB Ouenka Ornenka
no 100-6anpHOM 1mIKase no wkane ECTS 10 TOCYIAPCTBEHHOM IIKAJIe
90-100 A OTnnyHO
80-89 B Xoporo
75-79 C
70-74 D y
60-69 E JIOBJIETBOPUTEIIBHO
35-59 FX He
0-34 = Y10BJIETBOPUTEIBHO

* — ¢ 00s13aTEIbHBIM IOBTOPHBIM M3YUCHUEM AVCHHUILIWHBI.

4.4 IlpuMep TeKylIero onpoca Ha JadopaTopHbIX padoTax

TemaTuka Tekymiero onpoca Ha J1abopaTopHbIX paboTax:

— K KakoMmy YpoBHIO oOTHocATcs TectoBeie |ICMP makersi? s yero onwu
UCIIOIb3YIOTCS ?

— Kakue naHsble cogepxkat ARP Tabmuiry?

— K KakOMy BHJY OTHOCATCS MPOTOKOJbl HHUXHUX YPOBHEH MOJENU
B3aUMOJEHUCTBUSA OTKPBITBIX CUCTEM?

— TIOYEeMY OJIMH M TOT K€ JIOKaJIbHBIN ajpec kaHaiga FE80::1 MoxxHO mpucBOUTH
Kaxaomy u3 1Byx Ethernet-untepdeiicoB mapuipyruszatopa R17?

— JUISL 4EeTO CO3JaI0TCsl BUPTYyalbHbIE JIOKanbHbIE ceTu? VX qoctonHcTBa’?

— Kak cBs3bIBatOTCS Mexay coboit VLAN u moptel kommyTaropa?

— Kak obecreunBaeTcs OOIIEHUE MEXTY y3JIaMU Pa3HbIX BUPTYaJIbHbBIX CETEH?

— MOXHO Ji1 moctpouTb VLAN Ha Heckonbkux kommyTaTopax? Kak 3To
caenarn?

— JUIs 4eTO CIIYXKUT ujieHTudukaTop kaapa (tag)? I'ne on pasmeniaercs?

— 4yT0 Takoe TpaHk? Kak OH co3/iaeTcsi Ha KOMMYTaTOpE U MapuIpyTU3aTOpe?

— TNEpPEYUCIUTE OCHOBHBIE JTalbl HACTPOWKUA JIHUHAMUYECKUX MPOTOKOJIOB
MapupyTH3aluu?

— YTO TaKOE€ aBTOHOMHAas cucTteMa?

— OCOOCHHOCTM HACTPOMKHM MapiipyTa MO YMOJYAHHIO JJISI TMPOTOKOJIOB
JTWHAMUYECKON MapUIPyTU3aIIUH.

— TIepEUYMCIIUTE OCHOBHBbIC MeXaHM3Mbl HazHaueHus |P-aapecoB? HazoBurte ux
0COOEHHOCTH?

— packpoiTe mpoliecca cauu aapeca B apeHay

— mepeunciauTe ocHoBHbie Tonsa coobmenus DHCP. Kakue ¢ynkiuu onHm
BBITIOJTHSIIOT?

— kKak Bbl Buaute, craHaaptHele ACL-criucku goctaTodHo S((PEKTUBHBI U
nosie3Hbl. [loueMy BaM MOXXET OHAIOOUTHCS UCIOJIB30BATh PACIIMPEHHBIE CIUCKU
ACL?

— B OOJIBIIMHCTBE CIIy4aeB IPU HUCHOJIb30BaHMM MMeHOBaHHOro ACL-crmcka
TpeOyeTcss BBEJEHUE OOJBINErO KOJUYECTBA CTPOK, HEXKEIHW TMPU HCIOIH30BAHUU



nymepoBanHoro ACL-criucka. [Touemy ucnosns3zoBanue nmenoBanHoro ACL-crucka,
MpeAnouTUTENbHEE?

— 4YTO OCYULIECTBIISIET NPOLECC TPAHCIAUUHU ceTeBbIX anpecoB (NAT)?

— 4TO cleAyeT NOMHUTh IIPHU ONPEEIECHUH UCIIONIb3yemMoro tumna ajapeca? Kakue
THUIIBI aJIpeCcOB omnpenenaeHbl B TepmuHoiorud NAT? Kakre 0cOOEHHOCTH y KaxKI0ro
TUMa aapeca?

— Kakue NperMYyLIECTBA IPHU UCIOIb30BAHUH MeXaHn3ma NAT?

— Kakue€ OCHOBHBIE 3aJaud pelarTcsd IyTeM HACTPOMKH CTATHYECKOIrO
npeoOpa3oBaHus ceTeBbIX aapecoB? Kakoit mopsmoxk AeHCTBUA W KOMaHI
HEOOXOMMO BBITIOTHUTD VISl €T0 HACTPOHUKU?

— MepevyuciauTe 1ocTonHCTBa U HepoctaTku PAT no cpaBHeHunto ¢ NAT.

— B yeM paznnuud B npoueccax NAT u PAT?

— B yeM ocoOeHHOCTH npeobpa3zoBanus aapecos nmoptos (PAT)? Kakoit mopsiok
NEHCTBUM U KOMaH HEOOXOIMMO BBIIIOJIHUTE JJIsl €10 HACTPOUKH?

4.5 KypcoBoe npoeKTupoBaHHe

VY4eOHBIM IJIAHOM KyPCOBOE MPOEKTUPOBAHUE HE 3AINIAHUPOBAHO.

5. YYEBHO-METO/INUYECKHUE MATEPHUAJIBI 11O INCIIUITJIMHE

| Ocnoenaa numepamypa

1 Teopus mnoctpoeHuss HHPOKOMMYHHUKAIMOHHBIX CETEM U CHCTEM
[DnexkTpoHHBIN pecypc]: yueOHoe mocobue mns By3oB / B.H. Jlosunckas, C.1O.
3emisiackast, M. A. MosokoBckuit u Jip. ; moa ooml. pen. B.B. Typynanosa. — 3 M6. —
Honeuk: JJOHHTY, 2017. — 1 d¢aiin. — Cucrtem. TpeboBanus: Acrobat Reader.
http://ed.donntu.org/books/17/cd7951.pdf

2 Omudep B.I'. KomnbsrorepHbie ceT [ DNEKTPOHHBIN pecypc|: TPUHIUIIBL,
TEXHOJIOTUH, TPOTOKOJIBI: ydeOHoe mocobue mis By3oB / B.I. Omudep, H.A.
Omudep. — 50 M6. — Cankr-IlerepOypr: Ilutep, 2016. — 1 daiin. - Cucrem.
tpeboBanus: Acrobat Reader. http://ed.donntu.org/books/cd5434.pdf

Il lonoanumenvnas numepamypa

3 Bacun, H. H. TexHonorun nakeTHOM KOMMYTalluu II0OATbHBIX CETEH:
yueoHoe mocodue / H. H. Bacun. — Camapa: ITIoBOmKCKHN TOCYIapCTBEHHBIH
YHUBEPCUTET TelleKOMMYHUKaIuid u undopmatuku, 2017. — 117 c. — ISBN 2227-
8397. — TekcT : anexkTpoHHBIN // DnekTpoHHO-O0ubMoTeunas cucrema [IPR BOOKS :
[caiiT]. — URL.: http://www.iprbookshop.ru/75416.html

4 bepnun, A. H. OcHOBHBIE POTOKOJIBI MHTEPHET: YueOHoe nmocodue / A.
H. bepaun. — 3-¢ wu3a. — MockBa, CaparoB : HHTepHeT-YHHUBEpPCUTET
Nudopmarmonnsix Texnonoruit (MHTYUT), At [Iu Ap Meaua, 2020. — 601 c. —
ISBN 978-5-4497-0337-8. — TekcT: 3JIeKTPOHHBIH // DJIEKTPOHHO-OMOIMOTEUHAS
cucrema IPR BOOKS: [caiit]. — URL.: http://www.iprbookshop.ru/89452.htmi


http://ed.donntu.org/books/17/cd7951.pdf
http://ed.donntu.org/books/cd5434.pdf

3) Heapt, B. 1O. MynbTUCEpPBUCHBIE CETH CBS3U. TpaHCIOPTHBIE CETH H
cetu jaocrtymna: ydebHoe mocodbue / B. 1O. Jleapr. — MockBa: MoOCKOBCKHIA
TeXHUUYECKUN yHUBepcuTeT cBsizu U mHpopmaruku, 2014. — 101 c. — ISBN 948-5-

905376-13-9. — Tekcr : 37eKTpOHHBIN // DneKTpoHHO-OMOMMoTeyHas cuctema [PR
BOOKS : [caiit]. — URL: http://www.iprbookshop.ru/63308.html

6. YYHEBHO-METOANYECKOE OBECIIEYEHUE JUCIIUITJINHbI
Y4eOHo-MeTOAUYECKHE U3AaHMs, paspadoTanHbie B JlonHTY:

6 MeTtonuueckne yka3aHUS K BBITOJTHCHHUIO JIA0OPATOPHBIX pPabOT 1o
nucuumuinHe «Teopust mocTpoeHUs: MHPOKOMMYHHUKAIIMOHHBIX CETEH U CHCTEM»
[DNeKTpOHHBIN pecypc]: g CTYIEHTOB Bcex (opM oOydeHHs HamnpaBieHUs
noarotoBku  11.04.02 / TOVYBIIO «JOHHTY», Kad. aBromatuku wu
tenekommyHukaiuii; coct. B.H. Jlosunckas, .A. MonokoBckuii, B.B. Typymnainos. —
Houenx: JOHHTY, 2020 (noctyn yepe3 TUYHBIN KAOUHET CTYACHTA)

7 Mertonuueckne ykazaHUs K BBITIOJHEHUIO KOHTPOJBHOM paboOThI IO
mucturuinHe «Teopusi moctpoeHus MHPOKOMMYHHKAIMOHHBIX CETEH U CHCTEM»
[D5eKTpOHHBIN pecypc]: Uisl CTyIE€HTOB 3a0YHOW M OYHO-3a049HOU (hopM 0OydeHUs
Hamnpasyienus: noarotoBku 11.04.02 / TOYBIIO «IOHHTY», Kad. aBromaTuku u
TesriekoMMyHuKanuii; coct. B.H. Jlosunckasa, U.A. Monokosckuii, T.B. Huxkenen. —
Hounenx: JOHHTY, 2020 (goctyn 4yepe3 TUYHbI KAOMHET CTYAEHTA).

8 Metoauyeckue ykazaHUsS K BBIMOJHEHUIO CaMOCTOSITEIBHOU paboThI
CTYJICHTa 10 AUCHUIUINHE «Teopusi moCcTpoeHUs MHPOKOMMYHUKAIIMOHHBIX CeTel U
cucTem» [ DJIEKTPOHHBIN pecypc]: sl CTyAEHTOB BceX (opM 00ydeHUs HarpaBJICHUS
noarotoBkn  11.04.02 / TOVYBIIO «JAOHHTY», Kad. aBromatuku u
teiekoMMmyHukanui; coct. B.H. Jlosunckas, WM.A. MonokoBckuii. — JloHENK:
JOHHTY, 2020 (moctyn 4yepe3 TUYHBIN KAOWMHET CTYyACHTA).

JJIeKTPOHHO-UH(OPMALIMOHHBbIE PeCyPChI
OBC JIOHHTY - http://donntu.org/library.

7. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUIIJIMHBI

1. VueOnas aymutopus Ne 8.801, yueOHbI Kopmyc 8, UIsl MPOBEICHHUS
JICKIIMOHHBIX U JIAOOPATOPHBIX 3aHATHH, TPYIITOBBIX M MHAWBUIYAILHBIX KOHCYIIBTAITHH,
TEKYIIETO KOHTPOJISI U MPOMEKYTOYHOM arTecTanu (MyJIbTUMEIUIHHOE 000pyIOBaHNUE:
nepcoHasibHble  KomrbioTepbl ¢ BbixogoM B cetb (SCENIK; Celeron 2.8 GHz
G1840/DDR3-4Gb/HDD-500GB SATA 3); skpan npoekimonnbiii ELIT SCREENS
M113XWS1; wi-fi Touka mocryna. Jlemonctpanmonnasie Marepuaibl: crenn CKC Butas
napa; creHn Fider Optic. JlabopaTopHoe obopymoBanue: ceprep E220 R; cepsep V10;
switch Catalyst 4000; switch Catalyst 2900; mymprumerp B 1025; wusmepurens
uHaykinoHHoi emkoctu. UNI-T; mpubop kaGenwHbiii nepenocHor I[IKII-4; OyxThl


http://donntu.org/library

teneponHoro kabems tuma TIIII; dakc-anmapar PANASONIC KX-FT25 RS/PD;
tenedonnsle anmapatel PANASONIC; Tenedon x cranmmu SIEMENS Hicom 150E;
OyXTBI OINTOBOJIOHHOTO KaOems. Crieruaau3upoBaHHas MeOeb: CTOJbI, MarHUTHO-
MapkepHast jocka. CucteMHoe oOecrnieueHme: omepanuoHHas cucrema Windows XP
Professional x86/64 (akanemudeckas aunen3us DreamSparkPremium); OpenOffice 2.0.3
(obmectBennas ymnensuss MPL 2.0); Google Slides (6ecrumathas Bepcus); Mozilla
Firefox (oGmectBennas manensus MPL 2.0); GNU Octave-6.1.0 (oOmiecTBeHHas
mirnensus); Cisco Packet Tracer Student edition (akagemMudeckas JIUIICH3NA)).

2. IlomereHus A1 CaMOCTOSATEIIBHON PabOThI ¢ BO3MOYKHOCTBIO TTOIKITFOUCHUS K
cetu «MHTEpHET» W OOECICUEHHEM JOCTyla B DIICKTPOHHYIO HH()OPMAIIMOHHO-
00pa3zoBaTeNbHYI0 Cpely OpraHM3alliM: YHWTAIbHBbIC 3abl, Y4eOHbIE Kopriyca 2, 3, 8
(aymutopust Ne§.001) (koMIbroTepHast TEXHUKA C BO3MOMHOCTBIO MOJIKITFOYEHUS K CETH
«MaTepHer» wW  obOecrieueHWEM JIOCTyIa B OJICKTPOHHYIO  MH(POPMAIMOHHO-
obpazoBatenbHyto cpeny (QUOC JIOHHTY) u 31eKTpoHHO-OUOIUOTEUHYIO CUCTEMY
(OBC IPRbooks), a Tarxke BO3MOKHOCTHIO MHAUBUTYaJTLHOTO HEOrPAaHUUEHHOTO JOCTYIIa
ooyuaronuxcsi B ObC u DUOC mocpenctBom Wi-Fi ¢ mepcoHaabHBIX MOOMIIBHBIX
ycrporictB. CrucreMHOe oOecriedeHue: ornepanronHas cucrema Microsoft Windows 7
(akamemuueckas smneHsust, OpenOffice 2.0.3 (oOmectBennas murensuss MPL 2.0),
Mozilla Firefox (oOmectsennas mutiensust MPL 2.0), Moodle (Modular Object-Oriented
Dynamic Learning Environment) (oOmiectBennas suriensust GNU).



